APNIC Whois Database and use of
Incident Response Team (IRT)
registration
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What is APNIC?

 Regional Internet Registry (RIR)
for the Asia Pacific Region

— Regional authority for Internet Resource
distribution

— |IP addresses (IPv4 and IPv6), AS
numbers, in-addr.arpa and ip6.arpa
delegation

* Non-profit, neutral and independent




What does APNIC do?

1. Internet resource management
— |P address allocations & assignments
— AS number assignments

2. Resource registration
— Authoritative registration server: whois
— APNIC Routing Registry

3. DNS management
— Delegate reverse DNS zones/domains

— Authoritative DNS servers
. In-addr.arpa, ip6.arpa (ip6.int)
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Asia Pacific Network Information Centre

@ APNIC

Regional Internet Registries

W APNIC | eI e
Ml RIPE NCC B AfriNIC

ARIN



APNIC Whois Database

« Command line
whoi s —h whoi s. apni c. net

 Web interface
WWW. apni c. net/ apni c- bi n/ whoi s. pl
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The APNIC Whois Database

 Resource registrations
— IP addresses
— AS numbers
—reverse DNS delegations

 Also routing Information
 No conventional DNS registrations
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The APNIC Whois Database

o All IP addresses managed by APNIC

e Allocated to APNIC by IANA
—-60/7, 202/7, 210/7, 218/7, 220/7, 222/8

e Transferred to APNIC
— AUNIC
. 203.0/10

— Early Registration Transfer (ERX)
« 128/8, 141/8, 150/8, 151/8, 163/8
 More ranges to be transferred in future
o See http://www.apnic.net/db/erx
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The APNIC Whois Database

 Mirrors National Internet Registry
(NIR) databases

— check NIR database for most accurate
Information
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National Internet Registry databases

whois.apnic.net

e Em mE o

whois.nic.ad.jp whois.nic.or.kr  whois.twnic.net
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How IP addresses are managed

 APNIC allocates addresses in large
blocks to ISP networks

— Current minimum is /20 (4,096 IP
addresses)

— Allocations are registered in the APNIC
Whois Database
 The ISP then makes smaller
assignments to its customers from the
allocated space

— All assignments are registered in the
APNIC Whois Database
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How IP addresses are managed

APNIC

Allocates
to APNIC Member

1 APNIC allocation

/8

APNIC Member
Assigns Allocates /120

to end-user to downstream ‘ Member allocation

Downstream 122
Assigns Sub-
to end-user allocation
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Reporting abuse

202.181. 0.0 - 202. 185. 255. 255

» Contact ot DXAPLENES W
—teCh'C é:.(.)untry: WF

adm n-c: El PA97- AP

—admin-c fech-c.  ENOCIO0- AP
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rol e: Exanpl eNet | P Adm ni stration

phone: +680- 368- 0844
fax-no: +680-367-1797
e-mail: i padm n@xanpl e. net
ni c- hdl : ElI PA97- AP




Reporting abuse

I netnum  202.181.0.0 - 202. 185. 255. 255
net nane:  EXAMPLENET- WF

e Contact -
country: W

adm n-c: El PA97- AP
teCh C t ech-c: ENCC100- AP

_ admin_c remarks: Spamreports to
spam@xanpl e. net

o Or use remarks remarks: Security incidents to

abuse@xanpl e. net
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Reporting abuse

I net num 202.181. 0.0 - 202. 185. 255. 255
net nane: EXAMPLENET- WF

e Contact )
country: W
—tech-c admin-c:  El PA97- AP
_ admln_c t ech-c: ENOC100- AP
mt-irt: | RT- EXAVPLENET- WF
e Or use remarks
 Or assoclated

IRT
— More on this later
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Reporting abuse

I net num 202.181. 0.0 - 202. 185. 255. 255
net nane: EXAMPLENET- WF

e Contact .
country: W
— teCh'C adnin-c:  El PA97- AP
_ admin-C t ech-c: ENOC100- AP

changed: hm changed@pni c. net
e Or use remarks
e Or assoclated

IRT
— More on this later

* Do not use changed field
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Why are there invalid contacts?

« APNIC has allocated over 112 million IP
addresses
— Represented by over 384100 objects
 APNIC cannot contact many of the
networks
— QOut of date records
— Old historical records
 APNIC would like to contact these networks
and help them update contact detalls
— Are you one?
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APNIC contacts invalid?

Send an email to iInfo@apnic.net

Clearly state
— Original IP address you queried
— Invalid email addresses

Don’t include original spam or
Intrusion logs

KRNIC, JPNIC or TWNIC contacts
invalid?
— Contact the NIR directly
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A new way to report security incidents

* Incident Response Team (IRT) object
— A new APNIC Whois Database object
type
* Yet to be implemented

 APNIC Invites input by network
security community
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IRT object

$ whois -t

irt:

addr ess:
phone:

f ax- no:
e-mail :

si gnat ur e:
encryption:
adm n-c:

t ech-c:
aut h:
remar ks:
irt-nfy:
notify:
mt - by:
changed:
sour ce:

[ mandat or y]
[ mandat or y]
[ mandat or y]
[ opti onal ]

[ mandat or y]
[ mandat or y]
[ mandat or y]
[ mandat or y]
[ mandat or y]
[ mandat or y]
[ opti onal ]

[ opti onal ]

[ opti onal ]

[ randat or y]
[ mandat or y]
[ mandat or y]

[ si ngl e]

[mul tiple]
[mul ti pl e]
[mul tiple]
[mul tipl e]
[mul tiple]
[ mul tiple]
[mul ti pl e]
[mul ti pl e]
[ mul tiple]
[mul ti pl e]
[ mul tiple]
[ mul ti pl e]
[mul ti pl e]
[mul ti pl e]
[ si ngl e]

[ primary/ | ook-up key]
[ ]

[ ]

[ ]

[ | ookup key]

[ ]

[ ]

[1 nverse key]
[i nverse key]

[ ]
[ ]

[i nverse key]
[i nverse key]
[1 nverse key]

[ ]
[ ]




IRT object

irt: I rt- CERT- NL

addr ess: p/ a SURFnet bv

addr ess: Post bus 19035

addr ess: 3501 DA Utrecht

phone: +31 30 2305305

f ax- no: +31 30 2305329

e-mai | : cert-nl @urfnet.nl

si gnat ure: PGPKEY- A6D57ECE

encryption: PGPKEY- A6D57ECE

adm n- c: SAMB6- Rl PE

tech-c: SAMB6- Rl PE

aut h: PGPKEY- 834125A1

aut h: PGPKEY- 3D10C493

remar ks: CERT-NL is the Conputer Enmergency Response Team of
SURFnet

remar ks: This is a level 2 IRT
(http://ww. ti.terena.nl/teans/level 2. htm)

irt-nfy: cert-nl @URFnet . n

notify: I nf o@URFnet . nl

notify: tiirt@tel vi o.n

mt - by: TRUSTED- | NTRODUCER- MNT

changed: nmenno. pi eters@t el vi o. nl 20020305

sour ce: Rl PE
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mt ner :
descr:
descr:
adm n-c:
t ech-c:
tech-c:
tech-c:
upd-t o:
mt - nfy:
aut h:
aut h:
aut h:
aut h:
notify:
mt - by:

referral - by:

changed:
changed:
changed:
changed:
sour ce:

IRT object

TRUSTED- | NTRODUCER- IMNT

Mai nt ai ner for Trusted | ntroducer

Level 2 CSIRT teans
DS660- Rl PE
MP2890- Rl PE
MK1229- Rl PE

GHB1- Rl PE

tiirt@tel vio.nl
tiirt@tel vio.nl
PGPKEY- 7F74D279
PGPKEY- 4852A5FF
PGPKEY- CD60C417
PGPKEY- 7111E05E

ti @tel vio.nl
TRUSTED- | NTRODUCER- MNT
Rl PE- DBM IWNT

Menno. Pi et er s@st el vi o.
Menno. Pi et er s@t el vi o.
Menno. Pi et er s@st el vi o.
Menno. Pi et er s@st el vi o.
Rl PE

20020219
20020305
20021030
20030122




IRT object

| net 6num 2001: 0610: 0148::/48
net nane: Ter ena- NET- | Pv6
descr: Ter ena

country: NL

adm n-c: TH378- Rl PE

tech-c: TH378- Rl PE

notify: I nf o@URFnet . nl

mt - by: SN LI R- IMNT

mt-irt: I rt- CERT- NL

st at us: ALLOCATED- BY- LI R
changed: Rogi er . Spoor @URFnet . nl 20021115
sour ce: Rl PE

L
| .
=
L
v
c
2
O
E
| .
4
=
—
[ =
)
3
[
L4}
Z
5]
=
7]
O
o
o
s )
el




L
| .
=
L
v
c
2
O
E
| .
4
=
.
[ =
)
3
[
L4}
Z
5]
=
7]
O
o
o
s )
.

rol e:

addr ess:
addr ess:
addr ess:

phone:
f ax- no:
e-nmail :

adm n-c:
adm n-c:

t ech-c:
t ech-c:

ni c- hdl :

notify:
mt - by:

changed:
changed:
changed:

sour ce:

IRT object

SURFnet Account Managenent
Radboudkwartier 273

3511 CK Utrecht

The Net her| ands

+31 30 2305305

+31 30 2305329

I nfo@ur f net . nl

W4 2- Rl PE

PH300- Rl PE

W4 2- Rl PE

PH300- Rl PE

SAMB6- RI PE

I nfo@ur f net. nl

SN LI R- MNT

Pet er. H nri ch@URFnet . nl 20000125
Peter. H nri ch@URFnet. nl 20000801
Wal ter. vanD j k@URFnet . nl 20010909
Rl PE




IRT hierarchy

I net num 203. 100/ 16
maint-irt: irt-cert-xx

I net num 203. 100. 8/ 22

I net num 203. 100. 10/ 24
maint-irt: irt-sitex
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$ whois —c 203. 100. 8/ 22
| net num 203. 100/ 16

mt-1rt:;: l rt-cert-xx
$ whois irt-cert-xx

irt: i rt-cert-xx

irt-sitex




Policy issues

Encourage use of IRT object?

Establish “trusted introducers” ?
— regional or country based

Should APNIC accept irt objects from
other bodies?

How to represent scope of “abuse” to
be handled by IRTs?

— eg spam Vs security

— cannot stop use of IRT object for any
purpose
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Policy issues

 APNIC invites you to discuss IRT
Issues on the Database SIG mailing
list
— sig-db@apnic.net

* \We look forward to hearing your ideas
on the list
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