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What is APNIC?

* Internet registry for the Asia Pacific
* One of the five Regional Internet Reqgistries

 Membership-based organization
 Not for profit and services focused

* Internet resource policy coordination body
« Consensus-based policy development
* Open and transparent decision making
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APNIC’s Role

Distributes Internet resources
Maintains APNIC Whois Database
Facilitates resource policy development

Manages Reverse DNS delegations
 But NOT a domain name reqistry

Provides training and outreach on resource
management and APNIC services

Supports Internet development
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APNIC from a Global Perspective
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Internet Registry Structure
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Common Questions...

Why does APNIC appear as the source
INn some abuse search reports?

Can APNIC investigate or stop the
network abuse”?

Can APNIC reclaim the Internet
resources used for the network abuse?

The contacts information in the APNIC
Whois Database is invalid. What do | do?
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Is APNIC the culprit?

* APNIC is listed by ARIN as holder of all
IP space for the AP region

e Some search tools look no further than this
* For details, need to consult APNIC “whois”
* APNIC whois may or may not show

specific customer assignments for the
addresses In question

 But will show the ISP holding APNIC space
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Can APNIC stop abuse?

 No, because...

APNIC is not an ISP and does not provide
network connectivity to other networks

A
A
A

PN
PN

PN

C does not control Internet routing
C is not a law enforcement agency
C has no industry regulatory power
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What Can You Do?

 Use the APNIC Whois Database to
obtain network contact information

» Contact the network responsible and also
Its ISP/upstream

« Contact APNIC for help, advice, training
or support



Pacific Network Information Ce

Asia

APNIC

y

K

How to use APNIC whois

* Web browser
* http://www.apnic.net/whois

* whois client or query tool
« whois.apnic.net
* |dentify network contacts from the
registration records
* IRT (Incident Response Team) if present
* Contact persons: “tech-c” or “admin-c”



http://www.apnic.net/whois
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What if whois info 1s invalid?

 Members (ISPs) are responsible for
reporting changes to APNIC

« Under formal membership agreement

* Report invalid ISP contacts to APNIC
 http://www.apnic.net/invalidcontact

« APNIC will contact member and update
registration details



http://www.apnic.net/invalidcontact
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What if whois info 1s invalid?

« Customer assignment information Is the
responsiblility of ISPs

* |SPs are responsible for updating their
customer network registrations

* Tools such as ‘traceroute’, ‘lookingglass
and RIS may be used to track the
upstream provider If needed

 More information available from APNIC

J
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Can APNIC reclaim addresses?

e Sometimes...

* Where IP space has been obtained
fraudulently or under false pretences (which
IS often the case)

* But...
« APNIC does not regulate Internet activity

« Current address management policy do not
cover network abuse



APNIC Whois Registration

1netnum:
netname:

descr:

Country.

192.168.8.8 - 192.168.3.255

ISPNET

I5P network Pty Ltd

Al

admin-c:

tech-cC:

TAB]-AF
ITa3-AP

ACLOCATED PORTABLE

APNIC—HM

MAINT-ISPNET-AF

IET-ISPMNET
—+—+—+—+—+—+—+—+—+—+—+—++—+—+—+—+—+—+—+—+—+—+—+—+—+—+
This object can only be updated by APNIC hostmasters.
To update this object, please contact APNIC
hostmasters and include your organisation’s account
name in the subject line.

Fema r‘ks: -+t -+t ——+——+——"+—F—"t—F—t—F+ " —F 1 — — —F — — =S
changed: hm-changed@apnic.net ZBEAE1ZE

Source: APNIC

status:
mnt—by:
mnt-lower:
mnt-1rt:
remarks:
remarks:
remarks:
remarks:
remarks:
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© APNIC
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person:

address:
Country:

e-mail:
phone:
fax-no:

nic—hdl:

notify:
mnt—hy:

changed:

SoUrce.:

pEFEﬂﬂ:

address:
country:

phone:
fax-no:
e-matil:

i s g fa

nottify:
mnt—hy

changed:

SoUrce.:

APNIC Whois Registration

[5PNet administrator
Milton QLD 4864

Al

admin@ispnet.net

+61 7

+bl 7 3 3186
LART-AP
admin@ispnet.net
MAINT-ISPMNET-AP
gdmin@ispnet.net 28188217
APNIC

ISPNet tech-support
Milton QLD 4864
Al

+51 F =

tech@ispnet.net
MAINT-ISPNET-AP
tech@ispnet.net 28188217
APNILC
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APNIC Whois Registration

lTnetnum:
netname :
descr:

Country:
admin—c:
tech-c:
status:
mnt—by:

192.168.2.8 — 192 .168.3.255
Custhet

I5FNet Customer

Al

[AR]-AF

ITEZ-AF

ASSTGNED MON-FOETABLE
MATWNT-TSFMNET -AF

mnt—-1rt:

IRT-I5FNET

changed:
SoUrCe:;

admin@ispnet.net ZBlE1]1/6
APNIC
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APNIC Whois Registration

Nk
address:
phone—no:

tax—-no:
ami11 1 -

IET-ISPMNET
BErisbane, Australia
+h]1-7 385 H 3006
+h1l-7-385H 3106

tech@ spnet . net

abuse-mallbox:

abuse@ispnet.net

aoamLn—o.
al=a gtk
auth:

mnt—hy:
changed:
SOUrCe:

LA L—=AF

ITaZ-AP

x5E9-5

MAIWNT-TISPNET-AF
tech@ispnet.net 0181185
APNTLC
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Questions?

APNIC Whols inquiry
« www.apnic.net/helpdesk

More information on network abuse
* WWW.apnic.net/abuse

Report invalid contacts

« www.apnic.net/invalidcontacts

Or
« Send emall to helpdesk@apnic.net



http://www.apnic.net/helpdesk
http://www.apnic.net/abuse
http://www.apnic.net/invalidcontacts
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You’re invited...

Contact | About APNIC

APNIC

Wty s
P N l ( ] 21 - 25 February 2011
Hong Kong SAR, China

o APNIC C Hong Kong!
i omes to Hong Kong!
Travel Join us in Hong Kong
SRy for an industry event they will talk
Remote Participation
about for years.
Aoveicsin? Three BIG events come together at the
Elections Hong Kong Convention and Exhibition
Centre - APNIC 31, APRICOT 2011, and
Sponsors APAN 31.
Member Services Lounge This event is not to be missed! Whether
you are a sponsor, a delegate, or both,
i you will find an opportunity like no
APNIC Meetings other awaits.

http://www.apnic.net/meetings
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Thanks

George Kuo,
APNIC




